Current reliable strategies for information security are all chosen using incomplete information. With standards, problems resulting from incomplete information can be reduced, since with standards, we can decrease the choices and simplify the process for reliable supply and demand decision making. This paper is to study the certification of information security management systems based on specifications promulgated by the Bureau of Standards, Metrology and Inspection (BSMI), Ministry of Economic Affairs in accordance with international standards and their related organizations. And we suggest a certification requirement concept for five different levels of ''Information and Communication Security Protection System'' in our country, the Republic of China, Taiwan. D
Foreword
The Executive Yuan of Republic of China (R.O.C.) is the highest administration unit in the country. The Chief of the Executive Yuan is like a premier in France. In May 2001, the president of R.O.C. ordered a study on ''National Information and Communication Infrastructure Security Mechanism Plan.'' In August, the president commanded that the National Security Council should make a proposal on ''The Establishment of the National Plan for Protecting and Assuring the Critical Information and Communication Infrastructure,'' and submitted to the Executive Yuan for further tasks in order that in information and communication network resources can be fully used in an obstacle-free and secure environment by year 2008. On February 5, 2001 , the Executive Yuan of R.O.C sent out the ''Plan for establishing the construction of basic information and communications security mechanisms in Taiwan'' to each of its subordinate authorities, requesting active cooperation [1] , thus officially turning a new leaf in the development of information security in Taiwan.
In recent years, several countries (e.g., the USA, the UK, China, and others) have invested great efforts in the construction of basic information security [2 -4] , and have added to the impact on Taiwanese society by the nationwide power outage on July 29, 1999 and the great earthquake on September 21, 1999. Hence, the competent authorities in the spring of 1999 began to realize the importance of security of basic communication and information construction, and as a result, they designed ''Security mechanisms in Taiwan's basic communication and information construction.'' Due to the fact that Taiwan's current communication and information security measures are restricted by their limited nature and lack of overall protection, detection and restorative abilities, the National Information Infrastructure Work Group, in an attempt to efficiently meet the President's instructions, reviewed the related plans, and after careful studies, called the first ''National Information and Communication Security Meeting'' on January 31, 2001, trying to complete the ''Plan for Establishing the Construction of Basic Information and Communications Security Mechanisms in Taiwan'' in 4 years [5] .
Before the aforementioned plan was officially accepted by the Executive Yuan, the number of people mobilized, the aspects involved and the depth of interactions with the society were unprecedented in the field of information security in Taiwan. And this may have far-reaching effects on the direction which the information security technologies will take in the future. According to the plan, the prime minister and the vice prime minister shall be the convener and the deputy convener, respectively, of the ''National Information and Communication Security Meeting,'' and the convener of the ''National Information and Communication Initiative'' (NICI) shall be its executive director. The meeting shall set up seven work groups: an integrated operations work group, a danger report work group, a technical support center, an internet crime work group, an information gathering work group, an audit service work group and a standard specification work group responsible for initiating different aspects of the construction of basic national communications and information security. Among these work groups, the Ministry of Economic Affairs takes the main responsibility over the standard specification work group, with the assistance of the Executive Yuan's Research, Development and Evaluation Commission, the Ministry of National Defense, the Ministry of Transportation and Communication and the Ministry of Finance. The main responsibilities are described in the following: The BSMI is in the process of promoting all the related tasks. This study briefly analyses the differences and similarities among certification of information security management systems, quality management systems and environmental management systems in Sections 2 and 3 propose a concept for fundamental certification standards according to various the risk classification in Taiwanese certification preparatory work. Section 4 describes the conclusion.
The brief introduction of related information security management specifications
The work to establish international approval procedures for information security management accreditation in the digital society can be traced back to November 1988. How should the Common Body of Knowledge (CBK) of the specialized personnel working with information security be accredited? An organization specialized in the accreditation of information security personnel, the International Information System Security Certification Consortium (ISC) 2 was established in Salisbury, England. To be approved by the (ISC) 2 , one requires tests of 10 major CBK categories as in Table 1 (taking normally 6 h to answer 250 multiple-choice questions). Correct answers to 70% of the questions in combination with a minimum of 3 years working experience with information security related matters are needed to qualify as a Certified Information Systems Security Professional (CISSP). CISSP certification is not issued on a permanent basis, but the test must be taken once every 3 years, and only after passing the test will the person get a renewed certificate. The Canadian Information Processing Society (CIPS), the Computer Security Institute (CSI), and the Information Systems Security Association (ISSA) all recognize CISSP certification. Apart from (ISC) 2 , SANS and other organizations also have their series of accreditation tests for specialized information security techniques (e.g., UNIX Security, Intrusion Detection Systems). Apart from the certification of specialized information security personnel, the work to set the international standards for the specifications for the management of information systems security is in progress [6, 7] . Table 2 gives a brief history of its development, and Table 3 gives an outline of its contents as submitted to ISO after amendments.
The ideas behind and the structure of the specifications for information security management certification are the same as for ISO 14001, as shown in Fig. 1 . Systematized security concepts such as main requirements, goal management, risk prevention, law obedience, and continuous improvement are implemented according to a Plan -Do -Check -Action (P -D -C -A) cycle as shown in Fig. 2 . Since risk appraisal includes all organizations and all departments, areas, staff and activities, the rationality and conformity of the appraisal is still a topic for research [9] . Compared to ISO 14001, it is more difficult. Fig. 3 is a graphic explanation of the information security management risk appraisal process. The risk management procedure in this figure-risk analysis aimed at risk extent definition and risk recognition and estimation, risk evaluation to decide project risk tolerability policies and responses and risk minimization and control when setting project policies-are based on implementation and audit. Fig. 4 is a schematic explanation of the Table 3 The outline of amendments to BS7799 contents [6] Item Control element Amendment contents risk management process [10, 11] . Under normal circumstances, the risk created by a security incident is the monetary and production loss brought to each piece of information and assets by all threats through all weak points, and the totality of all kinds of risk to the organizational embarrassment. We use ISO/IEC TR 13335 methodology [12] to establish the risk management classification. The four threats in Fig. 3 are in BS7799 abbreviated to threats C, I and A, as shown in Table 4 , and the British Standards Institution (BSI) further integrates the compliance requirements described in the following designated L. as described in detail in Table 5 . The use of the C, I, A and L threat categories will allow a more efficient choice of control targets and response policies for the Information Security Management System (ISMS).
Threat: information security related to any operational function, process or activity can be threatened in many ways. The banking industry has already defined four specific threats, which, if they occur, will weaken trust or completeness of operational functions, products or services or disturb operational sustainability.
The following table provides explanations for each of these four threats: Vulnerability: ''vulnerability'' refers to the ways by which a threat occurs.
The following table explains these vulnerabilities: Table 4 Information security characteristics 1. Confidentiality (C): Guarantees that the data only can be accessed by authorized personnel. 2. Integrity (I): Safeguarding of the accuracy and completeness of data and data processing methods. 3. Availability (A): Guarantees that data can be accessed through authorized personnel and used when needed. Risk categories: there are three main risks that must be considered during risk appraisal.
The following table explains these risk categories:
3. Information security management system certification and accreditation mechanisms
Owing to the speed with which quality and environmental management certification has developed in Taiwan, quality or certification is not standardized. This could easily have a negative impact on trades, and the Ministry of Economic Affairs on March 5, 1997, set and issued BCIQ order 86350708 ''Implementation Rules for the Chinese Quality Management and Environmental Management Accreditation System,'' and on March 26 of the same year, it set and issued BCIQ order 86260244 ''Points for the Establishment of the Chinese National Accreditation Board.'' On July 30, 1998, the Chinese National Accreditation Board (CNAB) began accepting applications for accreditation from relevant certification organizations and organizations training inspection personnel. Based on the definition in the Article 4 in the above-mentioned implementation rules:
1. Accreditation: The authority in charge issues an official written recognition that the certification or training organization is capable of implementing the regulated work processes or activities. 2. Certification: The certification organization issues a written guarantee that the inspectors, products, procedures or services comply with the procedures or activities specified in the regulations.
In response to the needs for certification of professional safety and health, fire security equipment and information security management systems, the Ministry of Economic Affairs on March 3, 2001, set and issued MOE (90) Accreditation 0900460122 ''Implementation Regulation for Chinese National Accreditation Scheme.'' Apart from the original quality and environmental management, regular certification organizations (e.g., organizations for the certification of information security management systems) and the accreditation of product certification and inspection organizations are all the responsibility of the CNAB. On March 2, 2001, MOE (90) Accreditation document no. 09003504120 was issued, announcing the amendment of the ''Points for the Establishment of the Chinese National Accreditation Board.'' In other words, as Fig. 5 Trade (GATT) demands that each country, considering safety, health, environment and consumer protection factors, set technical laws or standards, and proves that related products conform to the Conformity Assessment Procedure (CAP) of these technical laws or standards and that they do not create any unnecessary barriers to international trades. Due to the lack of integrity and secure reliability of information, e-commerce and e-governments turning to digitization/Internet will never become active, and the virtual world will never go beyond cultural recreations and advertising framework. Services for the accreditation, certification There will be different security demands on information systems due to different working conditions, e.g., the Federal Deposit Insurance Corporation's (FDIC) Division of Supervision (DOS) proposed a set of Electronic Banking Safety and Soundness Examination Procedures (S&S Exam.) aimed at differences in the characters of Internet banking services provided by financial institutions and the extent of risks faced, clearly dividing them into three different levels as shown in Table 6 [13] . Based on the management concepts shown in Table 7 [14] , ''Maturity of Information Risk Management'' and ''Risk Category Fully transactional information systems Table 7 Maturity of information risk management [14] Maturity level Description Initial/Ad-Hoc: processes are ad-hoc and disorganized (a) The organization consider IT risks in an ad hoc manner, without following defined processes or policies. Informal project based risk assessment is used; (b) The organization recognizes the need for IT security, but security awareness depends on the individual.
IT security is reactive and not measured. IT security breaches invoke 'finger pointing' responses if detected, because responsibilities are unclear. Responses to IT security breaches are unpredictable; (c) Responsibilities for continuous service are informal, with limited authority. Management is becoming aware of the risks related to and the need for continuous service. 2
Repeatable but intuitive: processes follow a regular pattern (a) There is an emerging understanding that IT risks are important and need to be considered. Some approach to risk assessment exists, but the process is still immature and developing; (b) Responsibilities and accountabilities for IT security are assigned to an IT security coordinator with no management authority. Security awareness is fragmented and limited. Security information is generated, but is not analyzed. Security tends to respond reactively to incidents and by adopting third-party offerings, without addressing the specific needs of the organization. Security policies are being developed, but inadequate skills and tools are still being used. IT security reporting is incomplete or misleading; (c) Responsibility for continuous service is assigned. Fragmented approach to continuous service. Reporting on system availability is incomplete and does not take business impact into account. 3
Defined process: processes are documented and communicated (a) An organization-wide risk management policy defines when and how to conduct risk assessments. Risk assessment follows a defined process that is documented and available to all staff; (b) Security awareness exists and is promoted by management through formalized briefings. IT security procedures are defined and fit into a structure for security policies and procedures. Responsibilities for IT security are assigned, but not consistently enforced. An IT security plan exists, driving risk analysis and security solutions. IT security reporting is IT focused, rather than business focused. Ad hoc intrusion testing is performed; (c) Management communicates consistently the need for continuous service. High-availability components and system redundancy are being applied piecemeal. An inventory of critical systems and components is rigorously maintained.
Management'' and referring to the regulations in other countries [12, 15] , we categorize our ISMS certification into five categories as shown in Table 8 , where category 3 and above connects to the certification of the international BS7799-2. Category 4 is designed to take different industry demands into consideration. Optimized-best practices are followed and automated (a) Risk assessment has developed to the stage where a structured, organization-wide process is enforced, followed regularly and well managed; (b) IT security is a joint responsibility of business and IT management and integrated with corporate business objectives. Security requirements are clearly defined, optimized and included in a verified security plan. Functions are integrated with applications at the design stage and end users are increasingly accountable for managing security. IT security reporting provides early warning of changing and emerging risk, using automated active monitoring approaches for critical systems. Incidents are promptly addressed with formalized incident response procedures supported by automated tools. Periodic security assessments evaluate the effectiveness of implementation of the security plan. Information on new threats and vulnerabilities is systematically collected and analyzed, and adequate mitigating controls are promptly communicated and implemented. Intrusion testing, root cause analysis of security incidents and proactive identification of risk is the basis for continuous improvements. Security processes and technologies integrated organization wide; (c) Continuous service plans and business continuity plans are integrated, aligned and routinely maintained.
Buy-in for continuous service needs is secured from vendors and major suppliers. Table 8 The Requirements for TQM (Total quality management, included BS 7799-2).
Category 5, apart from the requirements in BS7799-2, also has to consider the integrity of information security management systems and quality and environmental management systems. On the other hand, category 3 or above should apply the market and insurance mechanisms shown in Fig. 7 and Table 9 and reinforce the shortcomings of ISO/IEC 17799 shown in Fig. 8 . Fig. 9 shows a reference flowchart Fig. 7 . Example of the application of risk analysis in the market and insurance mechanisms. Table 9 The application of information security in the market and insurance mechanisms [16] This figure covers the cost of the security review. Ubizen has started providing security assessment services to policy holders on February 18, 2000. Fig. 9 . Selection methods for ISMS protection [12] . of the decision procedure for the choice of information security management preventive measures [12] .
Conclusion
The main goal of international standardization is to create a trade environment providing each of the following functions to promote the exchange of products.
1. Product quality and reliability and price concordance. 2. Guaranteeing the user's security and promoting the recycling of resources. 3. Goods, technology and service interoperability and mutual sequential continuity. 4. Simplification to reduce molding for a greater production capacity to reduce cost. 5. Simplification in order to diminish the frequency of modeling in the hope of expanding production scope and lower cost. 6. Improving the convenience of repair and maintenance and distribution efficiency.
In 1906, the beginnings of electrical technology started and in October 4, 1946 , an international meeting was held in London, England, to promote international unification and adjustment of industrial standards officially and to establish the International Organization for Standardization (ISO). ISO began operating on February 23, 1947. October 14 is therefore also known as World Standards Day [18] .
The so-called standards are unified regulations and simplified necessary timely conditions that provide a way of measuring objects, functions, installations, states, actions, control procedures, user instructions, work procedures, responsibilities and duties, concepts of power, and so on, based on fair, just, and convenient opinions. These specifications are the technical specifications in these standards that are directly or indirectly related to the quality of products or services. Normally, specifications or standards often pose different demands because of different types of organizations Tables 7 and 8 offer schematic explanations. The standards for implementing P -D -C -A cycle in ISMS, as shown in Table 10 .
The certification standards are proposed in the third section of this paper regarding the ability of Taiwan's information security management systems (levels 1-5) to meet the international systems (levels 3 -5) demands on functional standards for certification specifications for relevant information technology on different types of organizations still need to be further researched [19] .
Global civilization experienced great changes in the 1990s. Quality, environmental, safety and health management gradually moved towards conformity and standardization, and related international standards also affected the economic development in many nations, as well as their organizational management and operations. The best evidence of this is the abidance by the ISO 9000 series of standards for quality management and the ISO 14000 series of standards for environmental management. International standards for information security management issued in the last month of the 20th Century have become a guide for the construction of a reliable information environment. If appropriately used, this will not only improve the security of information systems, but it will also help shape a culture of quality. The standards listed in Fig. 5 
